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Executive Summary:
(Embargoed until publication on Wednesday 11 June 2008)

Virtual Caliphate examines how Islamic extremists based in the UK have set up several websites in
response to British anti-terrorism measures put in place following the London bombings of 5 July 2005.
The report examines how these websites allow extremists to continue spreading their pro-jihadist ideas,
organising themselves and recruiting new followers.

The report focuses on Islambase.co.uk, the most important extremist website for British radicals which is
run by former members of radical groups like al-Muhajiroun and distributes communications from
deported and exiled radical leaders such as Omar Bakri and Abdullah Faisal. The report also uses an online
discussion on the Islambase forum about users’ favourite Islamic websites to catalogue and examine other
sites popular with British extremists.

The report found evidence of the following:

o UK-based extremist have established several websites in order to distribute material justifying
terrorism, violence and racial hatred.

¢ These websites contain pro-jihadist sermons delivered by a variety of radical speakers, including
talks by jailed extremists such as Abu Hamza and Abdullah Faisal.

o The websites also distribute material written or produced by members of international terrorist
organisations such as al-Qaeda.

e Online chat forums on these websites are used to promote jihadist ideology and terrorism, as
well as to transmit and distribute messages from extremists who are currently either
imprisoned, deported or living abroad.

e The chat forums of these websites also enable extremists in the UK to organise and publicise
their public meetings, distribute PDF leaflets and plan recruitment strategies.

e UK-based extremists have adapted a variety of additional measures to combat government
terrorism legislation. This includes using password protected websites and coding their language
to avoid direct incitement to violence, while still promoting jihadist ideologies.

The report concludes that the existence of such websites run by UK-based individuals demonstrates that
the government’s current approach to tackling online extremism is failing. The report concludes with a
range of recommendations about how websites run by British extremists can be tackled and warns that
failure to tackle these websites may result in more terrorist attacks occurring in the UK.



Recorded lectures and talks:

Several websites run by UK-based individuals contain dozens of recorded talks and lectures (in audio and
video format) promoting extremist ideologies. Many of these openly call for jihadist attacks, incite hatred
and glorify terrorism.

Material calling for Jihad:

Several websites (such as islambase.co.uk and sawtulislam.com) run by UK-based individuals distribute
dozens of recorded lectures calling for jihadist attacks. Some of these lectures date from the 1990s and
early-2000s and are given by speakers who have since been imprisoned or deported for inciting hatred
and terrorism. Others are given by members of a newer, younger generation of radical preachers.

In many of these most inflammatory recordings, speakers tell their Muslim listeners that they are obliged

to fight non-Muslims until they submit. For example, in one recorded talk on Islambase, ‘Bloody terrorism
law’, Abu Hamza al-Masri tells his listeners that the Jews and Christians should be fought until they accept
living under Muslim rule and pay the jizya, a discriminatory tax on non-Muslims:

“Allah said this is your aim, it is to fight them until they pay the tax, the jizya, for Muslims in
humiliation. So that should be done until you do that. What if you should not do it? - You should
take the means to do it. You should go if you cannot do it, our children [can do it]; we should
prepare, we should pave the roads for our children to do it.”

Such recorded talks frequently inspire online listeners to similarly call for violence against non-Muslims.
For example, when the news that Abu Hamza had lost his appeal against deportation to the US was
announced, ‘Abu Abdur Rahman’ wrote on the Islambase forum:

“May Allah swt send his wrath upon the mujrimeen and destroy their nations by the hand of truth
and deliver to them storms and hurricanes, calamity after calamity and tragedy followed by
despair and grief.”

Other recorded talks are given by Abdullah Faisal, a preacher jailed and then deported to Jamaica for
inciting terrorism. In one talk available through Islambase, ‘Tafsir Surah Al Kafirounon’, which discusses
the ‘Al-Kafiroun’ chapter of the Quran, al-Faisal openly calls on listeners to carry out jihadist attacks:

“There’s only one way forward for you now, and that is jihad...the days of soft Islam are over.
Because the kaffirs are ... occupying your holy lands, robbing you of your natural resources,
putting your men in concentration camps, putting your women in rape camps, killing your
scholars.”

Faisal’s online fans respond to such talks by asking for more of his talks to be put online. On 3 July 2007,
“Abdulrahmanal-Muhajir” wrote on the islambase forum:

“Can someone please upload as many audio talks of Shaykh Abdullah Faisal (May allah look after
him). | know there are a few sites that have his talks but they are very selective.”

The Islambase website also offers recorded talks by Abu Qatada, a Jordanian preacher who is presently in
Belmarsh prison fighting extradition to Jordan on terrorism charges. In one lecture available on the
website, Abu Qatada calls for jihad on the way to establish the Islamic caliphate, and demands the
execution of Muslim secularists, whom he describes as “kaffirs” (unbelievers):

“The only way to have a khilafa is through jihad...Our countries have been infiltrated by kaffirs. It
is a farid [duty] for us to turn our swords on to them and kill them.”



In addition to offering lectures by imprisoned or deported preachers, websites run by British extremists
also publicise and distribute recorded lectures by younger individuals, often made only in the last weeks
and months. On the sawtulislam website (which is popular with British followers of Omar Bakri is a lecture
entitled ‘Steps Towards Conquest of Mekkah’. In it, ‘Abu Uthman’ calls for Islam “to rule the world” and
for “the black flag of Islam” to fly over Ten Downing Street:

“Islam came to rule the world ... you cannot accept for us to live under the man-made law, you
cannot accept for us to live under the United Nations resolutions which makes everyone equal in
the eyes of man when we say Islam is superior and nothing can supercede it...we one day want to
see in the UK the black flag of Islam over Ten Downing Street.”

Another recording listed on sawtulislam.com is by ‘Abu Sulayman’, a UK-based preacher, who calls for
mass genocide in order to prevent “shirk” (idolatory):

“Muhammad said on his hadiths that it is better for the whole of the earth, every single person on
the earth, to be killed than for a single shirk to be prevalent.”

In addition to distributing recorded lectures, Islambase and other websites popular with British extremists,
also offer readers a large number of radical Islamic texts. Many of these are written by members of al-
Qaeda or by other leading jihadist clerics.

For example, the Islambase website contains an article, ‘The Caravan is Moving and the Dogs are Barking’
by Abu Muhammad al-Magqdisi, a prominent Jordanian jihadist cleric who radicalised Abu Musab al-
Zarqawi, the former leader of al-Qaeda in Iraqg. The article attacks those who seek to undermine jihadist
ideologies and tells jihadists to ignore all criticism and continue their attacks:

"[And] You, good Mujahideen, the best answer to those bad people is ignoring them and to stay
with the Jihad and to continue to kill and fight every enemy of Allaah.”

The article also says that those Muslims who seek to prevent jihad are committing a worse crime than any
jihadists who accidentally kills innocent Muslims:

“The crime of stopping the jihad is much bigger than any crime that they accuse the Mujahideen
of committing. If the Mujahideen make a mistake they do not need feedback from the infidels

because they know better than anybody else what is right and what is wrong.”

‘Hamza’, a British extremist based in East London, responded to the article by writing on the Islambase
forum:

“I' have never in my life read anything written by any man of my generation as much as this. When
all else fails i just have to read this for things to make sense again.”*

‘Abu Hamza al-Britani’ agreed, writing “subhan Allah, what an amazing article.”

Material inciting hatred:

In addition to directly calling for jihad, many websites run by British extremists also contain lectures
inciting hatred against non-Muslims.

Abu Hamza's lectures, freely available through islambase.co.uk, are often highly anti-Semitic. When talking
of Jews in one lecture, ‘Bloody terrorism law’ which is available on islambase.co.uk, he says:

! http://forum.islambase.co.uk/index.php?showtopic=2694&hl=magdisi



“Allah described them [Jews] as “the worst of animals”. The worst of animals! The worst of
animals!”

In another recorded lecture available on Islambase entitled ‘Seerah’ (The Path), Abu Qatada tells his
Muslims audience that a true Muslim should seek and desire martyrdom:

“Jews hate death. A Muslim seeks death and longs for it. The only way to achieve our goals is
through Jihad. We must fight the kaffirs. We can’t reason with them. We can’t reach a
compromise and we can’t be friends.”

He adds that:

”In Jewish law, when a Jew enters a village in war or peace it is his duty to rape the land, to kill the
men, and turn the women into slaves.”

Other speakers criticise Hindus. In a lecture available on sawtulislam.com by‘Abu Sulayman’, entitled ‘The
Corruption of Western Society’, he attacked Hindus as a source of “corruption”:

“Hindus are — you wouldn’t call it institutionally racist — they are like religiously racist because
racism is part of their religion. They have this caste-system where people are grouped depending
on who they were born to and they are deliberately discriminated against according to that.”

In a similar talk entitled ‘Challenges facing the Muslim youth’, available on the islambase site, Abdullah
Faisal compares the UK to a “cancer” which is corrupting young Muslims:

“You can’t live in a cancer without becoming affected by that cancer.”

Material denouncing democracy and integration

Many recorded lectures which are available on Islambase and other similar websites run by UK-based
extremists attack democracy, equality and western society. Such attitudes are found both in older talks by
now-convicted preachers as well as by the emerging, next-generation of extremists. Such talks depict
western society and secularism as a plot to undermine Islam and thereby help justify jihadist attacks
against non-Muslims.

The sawtuislam website contains several recordings of talks by Abu Izzadeen, a speaker jailed in April 2008
for supporting terrorism . In one lecture, ‘The Integration Plot’, Abu Izzadeen criticises both mainstream
Muslim organisations and the UK government for encouraging Muslims to consider themselves British:

“[11:30] What is my identity? Am | a British Muslim? No, brothers: A British Muslims is the one
that’s his allegiance is to the queen; his allegiance is to a red book — the passport ; his allegiance is
to the JSA [Job Seeker’s Allowance] and the income support. No brothers - that’s not the Muslim.
The Muslim — his allegiance is to Allah and the nebi [prophet] and to the Muslims.”

In a separate recorded lecture available on Islambase, ‘Abu Sulayman’, a younger speaker, listed
homosexuality, democracy and personal freedom as forms of “corruption”, all of which he wishes to see
eradicated:

“[27:45] I've mentioned racism. What are the other types of corruption? You've got
homosexuality, you’ve got democracy, you’ve got this whole issue around Hollywood and
Bollywood — this whole glamour thing —it’s got various branches, pornography, nudity, free-
mixing; trying to pass the Kufr culture, trying to get the Muslim children and the Muslim men and
women to behave like the Americans; to be shameless.”



In a lecture on Islambase, entitled ‘Voting is kufr and haram’, Abu Hamza also said it was against Islam for
Muslims and non-Muslims to be treated equally — and then says that because of this it is necessary for
Muslims to fight against democracy:

“Do you want to make Abu Bakr Sadiq or one of the prophets, like a prostitute, or a whore, or a
kaffir women who doesn’t care about anything, except earning from haram and doing obscenity?
Is that a principle of Islam? Isn’t that a bida [innovation] in Islam? So, you see now, it’s
[democracy’s] reality is kufr; it’'s methodology is bida. What are Muslim to do with these kind of
things, except to fight them?”

Such messages are reinforced by books available online on extremist websites. In a PDF book ‘Voting in
Democratic Elections: The Islamic Ruling concerning its participation” which is available on Islambase, its
author, Abu Usama, writers that democracy is un-Islamic and that it is not permissible for Muslims to take
part in any aspects of the democratic process:

“If we truly look to Islam we can now see that it is strictly forbidden to vote let alone believe in the
system of democracy. To even have the notion that certain parties are good gives weight to the
views that there is a choice in command as to what we are allowed to live by as such as man made
laws.”

Nasheeds (traditional Arabic songs)

Websites popular with Islambase users often contain recordings of Arabic nasheeds (traditional Islamic
songs), many of which glorify terrorism and celebrate the killing of non-Muslims and moderate Muslims.

Irhaabiyyun Anaa (I am a terrorist):
(Audio recording on sawtulislam.com)

We are terrorists and terror is our path

The East and West needs to know that we are terrorists,

Fearsome terrorists using everything in our power

And all the horses we have

To fight the enemy of Prophet Muhammad, your enemy and the enemies of God.

I am a terrorist terrorising the enemy of the deen.

With the sword, with fire we scare the enemy

And the lord will make the pure-warriors victorious.
[They] have killed you, backstabbed you, oppressed you...
The day is coming.

Watch out, oppressors. We are coming for you.
Irhabioun anaa!!

Usud Al Harb (Lions of War)
(Flash video with text; available on sawtulislam.com)

In War we Are Lions, like eagles in the sky... We have inherited the cause
We are knights, who have answered the call for war with our horses.
Call us and we answer.

For Allah we live and die, our aim to spread the message of Islam.

For Allah to pass the message of Islam we answer the call of war.

For God we fight and if we die we are the shuhuda.

When war starts bullets mean nothing.


http://www.sawtulislam.com/nasheeds/Irhaabiyyun.mp3

We challenge death to defeat the enemy...
Only for god we fight, and we ask him for victory as he is the one who created us.
If we die we have nothing to face but an eternity in heaven, it is not death as we will live forever.

Mother don’t worry about me, my scars ...
If | die shaheed then rejoice, and if i return then rejoice as we are victorious as we love victory.

Online organisation:

Extremists regular use websites such as Islambase to advertise their meetings, organise events and
distribute PDFs of leaflets which can be used for recruitment. On some occasions, users of Isambase use
the website to make plans to disrupt events staged by more moderate Muslim groups.

For example, on 22 February 2008, ‘Umm Abdullah’, a woman based in Leicester, organised islambase
readers to confront members of the Muslim Council of Britain (MCB) who were holding a discuss forum in
Leicester, writing:

“Tonight (Friday 22nd Feb) at 7.30pm you can have a chance to discuss in an open discussion with
the Muslim Council of Britain aka Munafiq Council of Britain. All of their crew will be there
including, Mogra, 'Sir' Igbal Sacranie and the rug aka Muhammad Abdul Bari. Come along
especially if you hate kufr and shirk and the taghout. Confront all three in this discussion
inshallah.”

British extremists also use such websites to trade ideas and suggestions about how to organise future
events.

For example, Islambase users have sought to arrange for extremist speakers to give talks at universities'
Islamic societies. On 11 March 2008, for example, “Abu Aisha” asked members of the islambase online
forum if they could recommend speakers who could give a talk on marriage at the Islamic Society of
London Metropolitan University — adding that the university chaplain unfortunately no longer allowed
preachers who were “hot” or “radical”. In response, several members suggested possible speakers. On
other occasions, extremists discussed how to bring more readers onto the Islambase website.

The Islambase website also stores a range of PDF leaflets online. Among the leaflets are some on halal
meat, telling readers that eating meat which is not halal may mean that the eater “will not enter
paradise”, that they will “incur the wrath of Allah” and that the act often “leads to apostacy”. The leaflet
features the Islambase logo and web address. The leaflets relating to hijab says that Muslim women must
cover everything apart from “the face and hands” and says that it should be worn “to differentiate the
Muslimah [Muslim women] from the non-Muslims and the men”. Such leaflets therefore allow disparate
groups of extremists around the UK to continue spreading highly conservative versions of Islam. In
addition, the leaflets direct readers to the Islambase website — giving them direct access to the extremist
lectures and texts advocating violent jihad.

Discussions of radicalising children:

As former members of British radical groups like al-Muhajiroun marry and have children, they often use
extremist websites to discuss how to pass on their ideas to their children. In early 2008, these concerns
were addressed directly by Omar Bakri in an audio-recording entitled ‘Upbringing’ which was posted on
the sawtulislam website on 12 April 2008. He said:

“[07:35] | believe there is desperate need in this time and everywhere for da’i’s [callers to Islam]
whom are working day and night to produce new generations for the Muslim ummah with the



correct belief and those da’i’s are the parent and the fathers and the mothers and the brothers
and the sisters are the teachers and everyone one of you are the frontier of the dawa of Islam,
one of the frontier of this deen...or you are father or you are a person who work in any business of
you are mujahid, you have a role to produce new generation to carry the correct ageeda, have the
correct minhaj (belief).”

He added that children should be brought up to become “capable” of spreading Islam either through dawa
[missionary activity] or through jihad:

“[22:21] When we are speaking about build the individuals we are talking about develop them and
build them properly to become capable to carry the dawa and capable to carry the task whether in
the dawa field or in the jihad battlefield.”

An entry on the unitedummah.wordpress.com website by a UK-based extremist gives further evidence of
how some British extremists may be indoctrinating their children. Entitled “Education — A Mother’s
Perspective’, it reads:

“As a Muslim woman and mother living in this kufr society, it is difficult for me to go by my day-to-
day practises without being exposed to some kind of kufr. It’s hard enough to refrain from looking
at it, let alone explain to my two-and-a-half year old daughter that not everyone is a Muslim. Al-
Hamdulillah though, she knows the difference between a kaafir and a Muslim. Some days she’ll
stand at the window telling me she’s looking at the kaafir go by. Other days when | speak to her
about Sheikh Usaamah, she’ll think about it and reply with ‘Go away kaafir’, and raise her hand as
if to hit someone ... How can we say ‘Laa ilaaha illallaah’ and allow our children to be educated
(and dictated) by the kuffaar in school everyday? With the introduction in the last few years of
Citizenship into the Curriculum, we are allowing our children to be taught that they must give
allegiance to the Queen, and have hatred towards our great scholars and Mujaahideen. In English,
as part of GCSE, they must study Shakespeare, whose books are full of homosexuality, fornication
and adultery, each of which are great sins in Islam.”

On several occasions, Islambase users have also discussed adopting children and even consulted Abdullah
Faisal about the best ways to do this.

What these websites tell us about extremist networks in the UK:
Functions of extremist websites:

- Online libraries
Extremist websites play a key role in storing and distributing radical texts teaching violence
interpretations of Islam. Many of these justify violent jihad and takfiri ideologies which legitimise
the killing of Muslims who ‘leave’ Islam. This includes distributing translations of extremist texts in
Arabic.

- Venue for preachers
Radical websites act as online substitutes for physical locations such as Abu Hamza’s former base
in Finsbury Park mosque. On such websites, sermons by radical preachers (including those
imprisoned for terrorism offences or inciting violence) can be listened to and one can meet and
communicate with like-minded individuals on the forums.

- Organisational hub
Websites such as Islambase act as organisational hubs where extremists can plan, organise and
discuss their activities around the UK. Leaflets stored and exchanged online in PDF form also allow
extremists nationwide to co-ordinate their message on key issues.



What the websites don’t do:
- ' Virtualg tcraanpn
Media reports of extremist websites such as Islambase being ‘virtual training camps’ are
exaggerated. This study found no evidence of these websites offering advice on bomb
manufacturing, or on attending training camps abroad. However, once readers believe in the
legitimacy of jihadist violence, instructions on creating bombs and explosives can be easily found
elsewhere online.

- Indoctrinating casual visitors to websites
Reports of extremists setting up websites to ‘radicalise’ random individuals who stumble upon
them appear largely unfounded. In most cases, radical websites seem to mainly cater to those
who are already known in radical circles — as is evidenced by the password-protected nature of
the forums of many such sites.

What the websites say about extremist networks in the UK:

While websites such as Islambase reveal a great deal about how British extremists use the internet, they
also indicate emerging trends in British jihadist networks as a whole. In many cases, however, such
evidence is contradictory; sometimes evidence suggests that radical groups are becoming weaker, at other
times, it appears that radical groups and ideologies are merely evolving in response to the UK’s new anti-
terrorism laws and wider developments affecting jihadist groups worldwide.

Evidence of extremist networks becoming weaker:

- Shortage of pro-jihadist theologians in UK
Islambase users frequently complain about the lack of clerics in the UK who will provide
theological justifications for jihadist attacks and takfiri ideology. They also complain that their
present leaders — such as Anjem Choudary — lack the necessary theological training and knowledge
of Arabic and cannot replace jailed clerics such as Abu Qatada.

- Effects of 2006 Terrorism Act
Laws prohibiting the ‘glorification of terrorism’ have led to radical speakers ‘toning down’ their
public talks. Recorded talks and comments left on forums make frequent reference to anti-
terrorism laws. Younger radical speakers are far less openly radical than Abu Hamza, Abdullah
Faisal or Abu Qatada and are reluctant to overtly endorse terrorist violence.

- Estrangement from Muslim community
Individuals who use websites such as Islambase often admit to feeling paranoid and persecuted.
While they often say they feel increasingly under attack from the government (paranoid
references to being bugged by MI5 abound), they admit to feeling shunned and rejected by the
mainstream Muslim community.

- Increasing dissent
Online conversations between radicals show a wide divergence of theological views. Forums on
websites such as Islambase frequently feature increasingly heated debates over whether the
Omar Bakri is qualified scholar (many believe that he is not) and about the ‘covenant of
protection” which many believe exists between the British government and Muslims in the UK.

Evidence for the evolution of radical networks:

- Changing preaching style
Preachers currently popular with UK extremists rarely openly advocate or defend jihadist attacks
whether in the UK or abroad. Instead their style of rhetoric has become more allusive, for
example, delivering lectures on how historical figures such as Salahuddin fought and defeated the



Crusaders and encouraging Muslims to replicate their actions. This enables preachers to avoid
‘glorifying’ terrorism while still promoting violence and hostility towards non-Muslims.

- Growing localism
In the 1990s, Islamic extremists operated openly in central London locations, such as Speakers
Corner, and inside prominent mosques in Finsbury Park and Brixton. Today, users of extremist
websites frequently refer to towns such Luton and Leicester as being the centres of their
operations, along with the Glyndon Community Centre in South-East London.

- Increasing importance of private study circles
One consequence of extremists shifting their operations away from high-profile mosques is that
they place increasingly emphasis on attending private study circles and holding meetings in each
other’s homes (and even in restaurants and community centres). This development may make it
increasingly difficult for the security services to monitor extremist networks and teachings.

- Incitement by extremists abroad
Islambase users regularly distribute communications and recorded lectures between extremists
abroad and their UK-based followers. In particular, they circulate messages and talks from Omar
Bakri in Lebanon and Abdullah Faisal in Jamaica. This shows that even if the government deports
or exiles UK-based extremists, they can continue inciting their British followers from abroad.

- Emphasis on radicalising children
As former members of groups like al-Muhajiroun grow older, marry and have children, many
increasingly discuss how to pass on their extremist interpretations of Islam to their children.
Islambase users often discuss withdrawing their children from non-Muslim schools, teaching them
radical Islamic ideas (through home-schooling and after-school classes) and training them to love
martyrdom and to hate non-Muslims.

Conclusion and recommendations:

The websites examined in this report pose a considerable threat to public safety. While the websites do
not offer details on manufacturing bombs or using training camps, they distribute texts and promote
ideologies which lead justify and advocate terrorist acts. In addition, those who run the websites and
contribute to their forums are directly breaching aspects of the 2006 Terrorism Act which outlaw the
‘glorification’ of terrorism.

In light of this, the report calls on the government to:

- Prosecute individuals who run the websites or distribute pro-terrorism materials through them.
The 2006 Terrorism Act specifically enables the prosecution of those who distribute material
which glorifies terrorism attacks or is likely to encourage readers to undertake such actions.

- Prosecute Internet Services Providers (ISPs). Under the 2006 Terrorism Act, ISPs and other
commercial organisations can be held liable for hosting websites whose content promotes
terrorism. Some ISPs — like BT Group — already use a web filter called Cleanfeed in order to block
websites which host unacceptable images of child pornography or sexual abuse.

- Explore whether laws used to tackle internet use by paedophiles can be adapted to tackle
terrorism. For example, laws to tackle paedophilia allow prosecution of those who distribute and
possess paedophilic images. They also criminalise online ‘grooming’ of children. Individuals found
guilty can be banned from using the internet.



- Block foreign-based websites. In extreme cases, the government can ask UK-based Internet
Service Providers (ISP) block foreign websites which aim to incite terrorist violence in the UK.
Some European governments have already considered similar steps.

Failure to take action against these websites and the individuals who run them put the British public at risk
of further terrorist attacks.
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